Setup Instructions for Connecting to the
HU PREFERRED wireless network at Hofstra University

(for WINDOWS XP/2000)
=  Select your START menu, and then CONTROL %
PANEL, and double —click on the Network Netwark
ekwior
Connections icon. Connections
Right click on the Wireless Network Connection »
icon, and then select View Available Wireless @:;]1]
Networks. Wireless
Metwork,
Connection
’ —
* When you are on Hofstra’s campus, [y X
you will see the networks in range, .
. . Network Tasks Choose a wireless network
as shown in the image. To connect
to the secure WirEIGSS netWOfk, g Refresh network list i(IZ-lI'i:chrF:Etiit;nl'l in the list below to connect to a wireless netwaork in range or to get more
double-click on HU PREFERRED. < Set up a wireless network ((qy) HUMISC DEVICES A
fFor & horme o small office i )
] You W|” receive a WindOW Stating *_f Security-enabled wireless nebwork (WRAZ) “l!u
. . . ’ Related Tasks (( }) husec
Please wait while windows connects ﬁ . all
i) Learn about wireless + Security-enabled wireless nebwork (WPAZ) (]
to the ‘HU PREFERRED’ network. ¥ etworkig B
Change the order of ) II]
You are not Connected jUSt yet_ preferred networks Unsecured wireless netwark III
. . «\ HU PREFERRED
Now, you will see that the HU B g:tatﬁes advanced )

PREFERRED item will have a
Validating identity description next
to it.

u might need ko enter

W

= Next, click on Change advanced settings _
'% Change advanced
setkings
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- Wireless Network Connection Properties |E|fg|

= The Wireless Network Connection Properties

Gereral | "Wirelezs Metworks |ﬂdvanced

window will appear.

Uze Windows o configure my wirgless network, gettings

= (Click on the Wireless Networks tab. e

To connect to, disconnect from, or find out more information

u Be sure to select the about wireless netwarks in range, click the button below.
HU PREFERRED (automatic) item, then click on Wiew Wireless Netwarks
the Properties button. Preferred netwarks:

Automatically connect to available netwarks in the arder listed
befon:

§ {HU PREFERRED [Autamatic)

Add...

Learn about setting up wireless netwark
configuration. —

[ 1]8 H Cancel l

HUW PREFERRED properties

= Under the Association tab.

Agsociation |.6.uthentication Connection

Metwark name [5510): |

Be sure to match the settings as depicted in
the image on the rlght [JiConnect even it this network is nat broadcasting

Wireless network key

This netwark requirez a key for the following:

Netwark Authentication: | WRAZ v |
NOTE: If you do not have WPA2 available as Data encryption: aES 3

a Network Authentication option, you may | |
select a WPA instead. | |

[ 2]

ar. ] [ Cancel
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In the same window, click on the
Authentication tab

Select Protected EAP (PEAP) as your EAP type
from the list

IMPORTANT: Be sure to uncheck the option -
Authentication as computer when computer
information is unavailable.

Next, click on the Properties button

Check Validate server certificate.

Next, under Trusted Root Certification
Authorities, be sure that Thawte Premium
Server CA is checked, only.

Choose Secured password (EAP-MSCHAP v2)
as your authentication method and check
Enable Fast Connect.
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HU PREFERRED properties

Azsociation | Authentication |E0nnectiu:un

EAP type: | Protected EAP [PEAF) v|

[Jiuthenticate as computer when computer infarmation 15 available

[] Authenticate as guest when user or computer information is
unavailable

(] ] [ Cancel

Protected EAP Properties

When connecting:

[v]validate server certificate:

|:| Connect to these servers:
[ 1
| |

Trusted Root Certification Authorities:

[] Thawte Personal Freemail Ca {}_'
[] Thawte Personal Premium CA

Thawte Premium Server Co

[] Thawte Server Ca

[] Thawte Timestamping CA

] uTh - DATACarp SGC

[] UTM-USERFirst-Client Authentication and Email L
% |

[ ] Do not prompt user to autharize new servers or trusted
certification authorities.

Select Authentication Method:

] [cotpwe.|

iSecured passward (EAP-MSCHAP w2)

Enable Fast Reconnect
[ 1Enable Quarantine checks
[]Disconnect if server does not present cryptobinding TLY

QK ] [ Cancel




Next, click on the Configure... button. —
EAP MSCHAPv2 Properties X

IMPORTANT: Be sure to uncheck the option —
Automatically use my Windows logon name and When connecting:
password. Click OK.

I:l,-'l'-.utn:nmatln::ally Lze my Windows lagon name ar‘u:l
ipazgword [and domain if any). :

When you return to the Protected EAP
properties window, click OK.

[ 1] ] [ Cancel ]

Then, when you return to the HU
PREFERRED properties window, click OK.

Windows will now attempt to connect to

. 7). Wireless Network Connection =
th e HU PREFERRED wire I ess netwo rk. A Click here ko select a certificate or other credentials For §
Sonnection bo the nebwork HU PREFERRED :

balloon will appear on the lower right-hand

side of your screen. Click on the balloon. (LU 0w i@ s

You will be prompted to enter your Hofstra A

Network Username and Password.

(i.e. for employees HDXYC or, for students,
jdoel).

Enter your username and password. Leave
the Logon domain field empty. Now click

OK. i
. . Usetr name:
Wait for your computer to connect. You will = | |
see a popup balloon confirming your Password: | |
connection. Logon damain; | !
Save this User name and password For Fubure use

7
You are now connected to Hofstra’s o l [ T

preferred wireless network.

If you have any questions, or encounter any problems with connecting to the wireless network,
please contact the Help Desk at 516-463-7777.
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