Setting Up Your Multi-Factor Authentication on Your Login Account

1. Login to the Hofstra Payment Center:

HOFSTRA

UNIVERSITY.

Authorized User login for those
who have been given access by
the student.

Login for parents or others who have been
granted access.

Email
Password: (o]

Forgot Password Login

Please Note : For Authorized Users logging
into the system for the first time or resetting
your password, please copy/paste the
temporary password you received via email

Please note: Multi-factor authentication will soon be required for Authorized Users when
logging.in . It is highly recommended that Authorized Users create both Primary and
Backup method.

When logging into the system for the first time or resetting your password, please
copy/paste the temporary password you received via email. Make sure there are no
spaces, before or after the password. Initial/temporary passwords expire after 24 hours.
Locked Accounts: If your account is locked, please wait 20 minutes then select ‘Forgot
Password" link to reset.

If it's your first-time logging into my.hofstra.edu to pay your enrollment deposit and you
experience any difficulty submitting your deposit, please email admission@hofstra.edu
or call 516-463-6700 for assistance.

Welcome to the Hofstra University Student Account Suite

This 24x7 service allows students and their families or others to view bills, make
payments, print tax forms and manage their student account. Students must
grant permission to Authorized Users. If you have any guestions on how to
become an Authorized User click here or email sfs@hofstra.edu.

Student Account Center

o Check your balance in real time

® Make a payment.

2. From the My Profile menu, choose Security Settings to access Multi-Factor Authentication

setup page.
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‘ My Account~ My Profile~ Make Payment Payment Plans Deposits Help~

Personal Profile

Payment Profile My PI"OﬁIe

Security Settings

Personal Profile Payment Profile Security Settings

Multi-Factor Authentication
Multi-factor authentication (MFA) enhances security by requiring multiple proofs of identity.

Select your preferred method for one-time passcode (OTP) delivery.



3. Choose Your Authenticator Type for your Primary Method and follow the prompts

Account Login

20

Multi-Factor Authentication Enrollment

Due to enhanced security, multi-factor authentication is required

Primary Method

O Google Authenticator (Preferred)
New to Google Authenticater? Download from the App Store or Google Play to get Started!

App Store Google Play

O Text message to existing or new mobile number
O Email message to existing or new email address
Backup Method (optional)

Adding a backup method allows a passcode to be obtained by way of an additional method.

Setup Method

Caneel m

4. After setting up your Primary Authenticator, add a Backup Method by clicking the Setup
Method button.
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My Profile

Personal Profile Payment Profile Security Settings

Multi-Factor Authentjcation

Multi-factor authentication (MFA) enhances security by requiring multiple proofs of identity.

Select your preferred method for one-time passcode (OTP) delivery.

Primary Method

Passcode communications will be sent to +15558675309

Edit

Backup Method (optional)

Adding a backup method allows a passcode to be obtained by way of an additional method.

Setup Method



5. Choose your Backup Authenticator Type and follow the prompts.

Personal Profile Payment Profile Security Settings

Multi-Factor Authentication
Multi-factor authentication (MFA) enhances security by requiring multiple proofs of identity

by Select your preferred method for one-time passcode (OTP) delivery.

Primary Method

Passcode communications will be sent to +15558675309
Edit

Backup Method (optional)

Adding a backup method allows a passcode to be obtained by way of an additional method.

O Google Authenticator (Preferred)
New to Google Authenticator? Download from the App Store or Google Play to get Started!

P Google Play

O Text message to existing or new mobile number

O Email message to existing or new email address

6. When adding a Backup Method, you will be sent a verification code to your Backup Method.
Enter the passcode and hit the green Verify button.

Logged in as: Kate Hofstra| Logout [+

_ | H O F ST RA Student Account: Wil

UNIVERSITY
Select Student

# MyAccount~ MyProfile~ Make Payment Payment Plans Depasits Help ~

My Profile

Personal Profile Payment Profile Security Settings

Multi-Factor Authentication
Multi-factor authentication (MFA) enhances security by requiring multiple proofs of identity.

Select your preferred method for one-time passcade (OTP) delivery.

L
Primary Method

Passcode communications will be sent to +15558675309

Backup Method (optional)

In order to setup your multi-factor authentication method, please enter passcode in the space provided and click Verify or click Cancel. A message with your

passcode has been sent to you.

Verfy passcode se7146 Cancel | | Resenid Gode -




7. Under the Security Settings tab you can see your MFA Primary and Backup settings. You
may change your settings from this page by clicking the Edit button.

Student Account: willy Hofstra

H O F ST RA Logged in as: Kate Hofstra | Logout (4]

UNIVERSITY.

Select Student -

A MyAccount~ MyProfile~ Make Payment Payment Plans Deposits Help ~

My Profile

Personal Profile Payment Profile Security Settings

Multi-Factor Authentication

Multi-factor authentication (MFA) enhances security by requiring multiple proofs of identity.

Select your preferred method for one-time passcode (OTP) delivery.

Primary Method

Passcode communications will be sent to +15558675309

Edit

Backup Method (optional)

Passcode communications will be sent to kate@hofstra.edu

Edit



